Abstract -As the applications of cloud computing are increasing day by day, it is mandatory that both service providers and users make sure that safety, security and privacy covers and mechanisms should be as per the requirements. Cloud computing has become one of the most popular and useful computing model in recent years and benefit of using this computing model is that it is based upon pay as you use system. Security, privacy and protection of data and other resources is one of the significant areas of research in cloud computing. Therefore, in this research paper an effort has been made by the authors to identify various techniques or tools for the implementation and enforcement of security mechanisms in the cloud computing services and systems.
K. Alhamazani et al. [5] explained a cloud monitoring system that ensures optimum performance and high system availability at the user and service provider end. Cloud monitoring [6] mechanism performs a significant role to achieve desired level of performance along with proper utilization of the cloud resources. Moreover, there should be flexibility in the system to perform cloud resource configuration as per the requirement to manage resource overload and failure. Ellison et al. [7] presented SNA (survivable network architecture) with the collaboration of CERT and Carnegie Mellon University. The emphasis of the framework is on the network and communication mediums as major vulnerabilities are available in the system at this level. SNA method built a system that is capable to counter the attack. This architecture is designed to improve the continuity of service by identifying the risks associated with the objectives and decisions that may affect survivability abilities. Ahmad et al. [8] suggested the resilience of component based structure to create complex systems. The authors analysed the procedure to integrate and apply security services in the cloud systems. Privacy and security services are stated as flexible contracts. Service Level Agreements to deduce comprehensive security goals with the support of cloud infrastructure. Martovoy et al. [9] discussed a framework that strengthen the users to validate and verify the integrity of virtual machine in the cloud system. The framework is known as Trusted Cloud Computing Platform. The platform is designed such a way that complete cloud model is treated as a single entity instead of different systems. Under this method, all the terminals execute a trusted virtual machine analyser to secure virtual machine. Cloud manager component is used to provide access to cloud services and resources.
Botero et al. [10] presented hazards and vulnerability control mechanism in the cloud system hypervisors by examining the codebase of two important hypervisors (open source) Xen and KVM. A model is given for the classification of hypervisor threats and risks in three proportions. These three proportions are trigger source, attack vector and attack target. This model performs an important role to protect the open source hypervisors. Brinkmann et al. [11] demonstrated an extensible monitoring system for the cloud systems which is distributed in nature and include each aspect of protocol specific parameters for the collection of data in the system. Procurement of data is performed with the help of discrete handler implementations. Software based monitoring tools, virtualization libraries and interoperability with in the cloud systems are controlled by the data suppliers. Pearson [12] explained a category of exceptions or difficulties regarding hazards and risks of cloud computing. The major difficulties in the cloud environments are dearth of technology, skills and expertise of the user, lack of advance virtual machine, loss of management and control. Proper identification of challenges is an important task and it should be accomplished with the help of framework given authors. Khattab et al. [13] represents a completely distributed system that uses inference distributed probabilistic technique for intrusion detection. The system includes three major components:
(i) local detectors used for intrusion detection at local level by triggering an alert. (ii) The detectors globally responsible for generating global views of attacks through the analysis of information in the system. (iii) an information sharing system, which uses a protocol to ensure communication between local detector.
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III. PRIVACY AND SECURITY (INCLUDE DATA ACCESS AND SHARING)
To ensure the privacy and security of cloud data and resources at various levels in the cloud models, various frameworks and models have been developed. But, still there is a dire need to create a mechanism which can be applied in every type of cloud system. One major incident involved the hacking of Tesla [14] owned Amazon Cloud and tried it to mine crypto currency. The important detail of electric car maker was ripped off as per the details given. The attack is called as crypto jacking attack [15] , that include hackers stealing the data from different terminals to create virtual currency like bitcoin [16] . Thus, cloud data and resources protection are most important area of research at the customers and service provider level. Astrova et al. [17] demonstrate implementation of complex event processing (CEP) in cloud systems. Control and organization of virtual machines along with business processes are managed with the help of predictive cloud broker. Soares et al.
[18] discussed another security mechanism which is dependent on the classification of previous solutions and their use. This method is practical oriented and develop to execute secure system. The attribute based encryption (ABE) [19] technique supports the encryption mechanism based on identity. This technique activates public key on the basis of one to many encryption. Key -Policy Attribute -Based Encryption and Cipher text -Policy Attribute -Based Encryption are the two important types of attribute based encryption. KP-ABE delegates to every file a block of attributes to be encrypted and provides access to each user for data decryption. In case of CP-ABE given to every file is encrypted and utilizes a block of attributes to create the user key for data encryption. Nowadays searchable encryption schemes are an important area of research and Li et al. [20] give an important mechanism to make sure the privacy and security of encrypted data which is searchable and can be outsourced to the cloud.
IV.
CLOUD FORENSICS Martini & Choo [21] explained, "Digital forensic is a relatively new sub -discipline of forensic science among other common forensic science disciplines". Shams et al. [22] give the definition of cloud forensic as "the application of computer forensic principles and procedures in a cloud computing environment". Actually, cloud security, privacy, digital forensics and cloud forensics are the inter-related concepts/techniques. The objective of all the techniques is to explore more mechanisms for the smooth functioning of cloud systems. The competences of cloud forensics tools have not been perceptibly increased to manage the cloud growth rate. There are various cloud forensic/ security tools available to handle the requirements like Nessus [23] , Retina [24] , Core Impact, EnCase [25] , etc. In today environment, there are various gaps or limitations in the cloud forensics. These are:
i.
Lack of uniform protocols and metrics. ii.
Dependency on multi-tenancy and multi-facet system. iii.
Unavailability of cloud forensic triage in the data analysis. iv.
No-interoperability between the cloud service providers at various levels. v.
Service level agreements are not defined in cloud forensics. vi.
User has to rely on service provider, lack of transparency in the system. vii.
Communication gap is a big issue in case of cloud forensics V. CONCLUSION AND FUTURE SCOPE The mechanisms or frameworks which were suggested for achieving the security, privacy and protection of data and resources in the cloud revolve around the encryption, forensic and SLA. There is a huge list of questions or queries that remain to be answered. Specific to achieve security and privacy in cloud systems, we identified the challenges and requirements of detecting the hazards and vulnerabilities in the multi-tenant and multi-facet system. We hope that, the efforts made in this research article will be useful for the cloud security/ forensic research community and observations
